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Henb3st oTpunate Toro ¢axkra, 4to MH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHAS
ceTb «HTEpHET» BCE TECHEe MPOHMKAET B HAIly C BaMH W3Hb. [ OJHUX OH cTal
HMCTOYHUKOM 3HAaHWH, U IPYTHX UCHOJIB3YEeTCsl B pabOTe, KTO-TO HAIeN ¢ MOMOIIbIO
NutepHerta apyseil, a KTO-TO Aake CMOT HaJIaJUuTh CBOIO JTUYHYIO KW3Hb. BOJBIIMHCTBY
M3 HAC JOCTATOYHO CJIOKHO TPEACTaBUTh JACHb 0€3 OHJIANH-OOIIECHUS C JPYy3bsSMHU,
MPOCMOTPA CBEKUX HOBOCTEN MJIU HOBBIX POJIMKOB.

Pazeutue B Poccuiickoii ®Penepanuu, KaKk U BO BCEM MHPE, SJIEKTPOHHBIX
TEXHOJIOTHA U TEJIEKOMMYHUKAIIMOHHBIX CETeH, BCeOOIasi TOCTYIMHOCTh B TJIOOAIBHON
KOMITBIOTEpHOU  cetn  VHTepHET  pa3nuuHbIX  WH(GOPMAIIMOHHBIX  PECYpPCOB
CIIOCOOCTBOBAJIO TOSBJICHUIO TPHWHIIMIHAIBHO HOBOTO BHJA HapyIlIeHUs 3aKoHa —
KHOEPIPECTYMHOCTH.

KubepnpecTylmHOCT, — HE3aKOHHBIE JEHCTBUS, KOTOPHIE OCYIIECTBISIOTCS
JIOJTEMHU, UCTIONB3YIOITUMHU WH()OPMAITMOHHBIE TEXHOJIOTUH IS PECTYITHBIX IEJICH.

[IpakTka mOCHEIHUX JI€T CBUJETEIBCTBYET 00 YBEJIMYEHUM 4YHUCIA TaKHX
MPECTYIICHUMN.



Haubonee pacnpocTpaHEHHBIMU MPECTYIJIEHUSMH B c(epe KOMIBIOTEPHOU
uH(pOpMalUU SBISIOTCS OJIOKUPOBAHHME CAWTOB M JIOKAJIBHBIX KOMIIBIOTEPHBIX CETEH,
HE3aKOHHOE KOIMPOBaHUE MH(OPMAIUH.

OTBETCTBEHHOCTH 3a COBEPILECHUE KOMITBIOTEPHBIX NPECTYIJICHUI
npeaycMoTpeHa riaBoil 28 YronoBHoro kojekca P, nmenyemont «llpectynienus B
chepe KommblOTEpHON uHPopMarum». [laHHas T7IaBa COACPXKHUT TpPU COCTaBa
MpeCTyIUIeHnH — CT. 272 (HempaBOMEpHBIA JOCTYI K KOMIBIOTEPHON MH(pOpMaIun),
cT. 273 (co3aaHue, UCNOIb30BAaHUE U PACIPOCTPAHEHNE BPEIOHOCHBIX KOMIIBbIOTEPHBIX
nporpamm), cT. 274 (HapylLieHHe MpaBUil SKCIUTyaTallul CPEJICTB XpaHEHUs, 00pabOTKU
WIH nepenadn KOMITBIOTEPHOU UHpOpMauu U UH(pOPMaLMOHHO-
TEJIEKOMMYHUKALMOHHBIX CETEN ).

HenpaBunpHOE NOBENEHNE B MHTEPHETE MOXET IPUHECTH BPEX HE TOJIBKO Bawm,
HO Takke Bamum poJHbIM U OJIU3KUM.

Yto Takoe nepcoHAJIbHbIE JAHHbIE U I04YeMY OHU TaK Ba:KHbI?

Cornacno ®enepanbHoMy 3aK0HY Ne 152-D3 «O nepcoHanbHBIX JAHHBIX):

Ilepconanvusie Ooannvie — niobas ungopmayus, OMHOCAWAACE K NPAMO UTU
KOCBEHHO ONPEOeNIeHHOMY WML ONpeoensieMomy uauyeckomy Jauyy (cyovekmy
NepCOHANbHbIX OAHHDIX).

T.e. mepcoHanbpHbIEe JaHHBIE — 3TO UHPOPMAIUS O KOHKPETHOM YEJIOBEKE. DTO T€
JaHHBIE, KOTOPBIC TMO3BOJIAIOT HAM y3HATh 4e€JIOBEKa B TOJIE, WACHTU(PUIUPOBATH U
OMPENEIUTh KaK KOHKPETHYIO JIMYHOCTh. TakuxX HACHTUPUIUPYIOMUX JTaHHBIX
OTPOMHOE MHOKECTBO, K HUM OTHOCATCA: (haMUJIMsl, UMs, OTYECTBO, JaTa POXKACHUS,
MECTO POKICHHSI, MECTO >KUTEIbCTBA, HOMEp TenedoHa, afpec dJIEKTPOHHOU IMOYTHI,
doTorpadusi, Bo3pact u mp.

[lepconanbHbIE TaHHBIE HE CTOUT MyTaTh C JIMYHBIMUA JaHHBIMU. JIMUHBIE TaHHBIC
— 3TO BOOOIIIE COBOKYIMHOCTh BCEX JAaHHBIX O Mosib3oBarese B Cetu. Hampumep, nanapie
O TEOJOKalluM, CTAaTUCTUKa TI0 HaumboJee TMOCEIaeMbIM HWHTEPHET-CTPaHUIAM,
dbotorpaduu u T.1.

KoMy Hy:KHBI BalllM IepCOHAIbHbIE JaHHbIE?

80% npecTynHUKOB OepyT HH(GOPMAIIUIO B COIICETSIX.

Jlnunas uHdpopmanus UCTIONb3YETCS sl KPaXKu MapoJiei.

Jlnanas nHGOPMAIHS UCTIONIB3YETCS JIJISl COBEPILIEHUSI TAKUX MPECTYTUICHUH, KaKk
[IAHTaX, BBIMOTATEJIHCTBO, OCKOPOJIEHUE, KJIIEBETA, KUTHETITHHT, XUIIICHHE.

OnepaTopsl W WHBIC JIMIA, MOJYYHBIINE TOCTYN K TEPCOHATBHBIM JIaHHBIM,
00s13aHBI HE PACKPBIBATh TPETHUM JIMIIAM U HE PACTIPOCTPAHSITH NMIEPCOHAIILHBIE TAHHBIC
0e3 cornacusi cyObeKTa NEPCOHANBHBIX JaHHBIX, €CIM HHOE He MPEeayCMOTPEHO
dbenepaabHBIM 3aKOHOM.

CyObeKT MEepCOHANBHBIX JTaHHBIX MPUHUMAET PEHICHUE O MPEIOCTABICHUH €T0
MEePCOHANBHBIX JAHHBIX U JA€T COrjiacue Ha UX 00paboTKy CBOOOJHO, CBOEH BOJICH U B
CBOEM HHTEpece.

O06paboTka MepcoOHANBHBIX JaHHBIX JIOMYCKAECTCS B CIASAYIOUINX CITyJasiX:

1) oOpaboTka MEPCOHAIBHBIX JAHHBIX OCYIIECTBJISETCS C COTJIacHUs CyObeKTa
NEPCOHAIBHBIX JAaHHBIX Ha 00pabOTKY €ro MePCOHANBHBIX JaHHBIX;



2) 0o0paboTka MEPCOHANBHBIX JAaHHBIX HEOOXOaMMa MJIsi JOCTHKEHHUS IIeJeH,
MPEyCMOTPEHHBIX MEXKAYHApPOIHbIM JoroBopom Poccuiickorn @enepaunu winu
3aKOHOM, JUIsl OCYIIECTBJICHHMSI W BBIIIOJHCHHUS BO3JI0KEHHBIX 3aKOHOJATEIHCTBOM
Poccuiickoii @eaepannu Ha onepatopa GyHKIIAN, TOJTHOMOYHNA U 00sI3aHHOCTEH;

5) oOpaboTka TEepCOHANBHBIX AAHHBIX HEOOXOJMMAa JIJIsi MCTIOJHEHUS JOTOBOPA,
CTOPOHOM KOTOPOTO JHMOO BHITOAONPHOOpETATEEM WM TIOPYYUTETIEM TI0 KOTOPOMY
SABISIETCSI CYOBEKT MEPCOHANBHBIX IAHHBIX, a TAKXKE IS 3aKIIOYCHHS JOroBOpa IO
UHUIMATUBE CyObEKTa MEPCOHANBHBIX JIaHHBIX WJIU JIOrOBOPA, IO KOTOPOMY CYOBEKT
NEPCOHANBHBIX JAHHBIX OYJIET SBIATHCS BHITOIONMPUOOPETATENEM U TOPYUUTEIIEM;

6) 00pa0oTka TMEepCOHANbHBIX JaHHBIX HEOOXoAMMAa JUIsl 3allUThl SKU3HHU,
3JI0POBbSI WJIM UHBIX KU3HEHHO Ba)XKHBIX MHTEPECOB CYOBEKTa MEPCOHATIBHBIX JaHHBIX,
€CJIM MOJyUYEHHUE corjiacusi CyObeKTa MepCOHANbHBIX TAHHBIX HEBO3MOXKHO;

7) 00paboTKa MepCOHAIBHBIX JAaHHBIX HEOOXOAMMA JUIsl OCYIIECTBICHUS TpaB U
3aKOHHBIX HMHTEPECOB oOlepaTopa WIA TPEThUX JIWI JUOO0 IS JTOCTHDKCHUS
OOIIIECTBEHHO 3HAYUMBIX IIeJICH TPHU YCIOBHH, YTO TPH 3TOM HE HApPYIIAIOTCS MpaBa U
CBO0O/IbI CYOBEKTA MEPCOHANIBHBIX JaHHBIX;

11) ocymectBisieTcs 00paboTka NEPCOHANBHBIX JaHHBIX, MOJJICKAIINX
OMyOIMKOBAaHUIO WM 00S3aTEIHPHOMY PACKPBITHIO B COOTBETCTBHH C (eAepabHBIM
3aKOHOM.

Kak 3allIMTUTDH CBOM NEPCOHAJTbHBIC )]aHHl)Ie?

B a0conoTHOM OOJBIIMHCTBE CIy4YaeB Mbl CaMH YKa3bIBa€M CBOU IEPCOHAIILHBIE
JAaHHBIC TPU PErUCTpallMM Ha caiiTaXx, o(OPMIICHHHM 3aKa30B B MHTEpPHET-MarasmHax,
3arMoJHEHUU MPOQUIS B COIMATBHBIX CETAX WA JaKE MPU COCTABJICHHH MOMCKOBOTO
3amnpoca.

OOpature BHHMMaHHWe, TMPOAOJDKAS PETUCTPALMI0 Ha JOOM caidTe, BbI
COrJIalllaeTeCh C MOJb30BATEIbCKUM COTJIAIIEHUEM, CTaBs «TaJIOUKY» MPHU 3aIOJTHEHUU
ero moisied. OOBIYHO 3TOr0 JOCTAaTOYHO, YTOOBI pa3pelInTh BIAJEIbLAM CcaiTa
MCIIOJIb30BaTh BBE/ICHHBIE BaMU JAHHBIE MPU pabOTE C €r0 CEpBUCAMH.

Takum 00pa3om, MOJIb3YySICh CAUTOM WJIM YCIYyTOM, BBl COTJIANIAETECH HA TIepeaady
U XpaHEHHWe BalllMX JAaHHBIX, OyJb TO JaTa POKIEHUS, HOMEpP MOOMJIBHOrO TenedoHa,
nepenucka M Jo0ble Apyrve AaHHbIE JIMYHOTO Xapakrepa. B3ameH ux o00s3yroTCs
XpaHUTh B KOH(MUIEHIIMATLHOCTH U HA B KOEM CITydae He pasriaiiarh TPEThbUM JUIaM.
OpnHako Ha Jiene 3TO HE Bcerja Tak — JAJIEKO HE BCEr/a CTOPOHA, OTBETCTBEHHAs 3a
XpaHEHUE BallUX MEPCOHAIBHBIX JaHHBIX, JIOOPOCOBECTHO BBIMOJHSAET CBOU
o0si3aHHOCTH. KpoMe TOro, HUKTO He 3allUIIEeH OT B3JioMa 0a3 JaHHBIX, COJEpKalINX
MEePCOHANIbHYI0  MHPOPMAIMIO, WM  MPOCTHIX  OMHUOOK H  YEIOBEYECKOUN
ONpoOMETYMBOCTH. Hampumep, perucTpupysch WIA aBTOPU3YSICh Ha CalTe 4Yepe3
COLIMAJIBHYIO CE€Th, Bbl pa3pelniaeTe CalTy MOJY4YUTh Ballld JIMYHBIE JAHHBIE, U TOYHO
HEU3BECTHO, KaK OH OyJleT UMHU MOJIb30BaThCs. TOYHO Tak ke Jr0OOH Balll 3BOHOK B
MarasuH WIM CaJIOH aBTOMAaTHMYE€CKH BHOCHUT Balll HOMEp B 0a3y IOJb30BaTeNie 3Ton
KOMITaHUU.

C.]'Ie)lOBaHI/Ie HECKOJBbKHM IIPOCTBIM COBE€TAM BO MHOI'OM COKPATHT YIPoO3y
HE3AKOHHOI'0 MCITOJIb30BAaHUA BAIIUX NEPCOHAJIBHBIX JAaHHBIX:



OrpanunubTe 00beM HMHGOpMaLKM 0 cede, Haxonselics B Unrepuere. Y ganure
mumrHue oTtorpaduu, BUIEO, aapeca, HoMepa TeIeOoHOB, TaTy POXKIACHUS, CBEICHUS O
POJHBIX M OJIM3KUX M UHYIO JINYHYIO HH(DOpPMALIHIO.

He otnpasnsiite Buneo u ¢ororpaduu JI0as8M, C KOTOPBIMU BbI TO3HAKOMHUIIUCH
B MIHTEpHETE M HE 3HAECTE UX B PEATBHOM KU3HH.

OTnpapnsisi KOMY-JIMOO CBOM TMEPCOHANbHBIE AAHHBIE WM KOH(PHICHIUATHHYIO
uHpopMalrio, yoeaurech B TOM, 4TO ajapecar — JCWCTBUTEIBHO TOT, 32 KOTO ceds
BBIJIACT.

[Ipu HeoOXxoammocTH pa3MelieHusi o0bsiBIeHUs B VIHTepHEeTe BOCHOJIB3YHTECH
BPEMEHHOM CUM-KapTOd W BBIAYMaHHbIM HMEHEM. MOXHO TakXe BOCIIOJIb30BAThCS
ycayroi «Btopoii HOMeEp», KOTOPYK MPEIOCTaBISIIOT HEKOTOPBIE OIMEPATOPHI
MOOWMJIBHOM CBSI3U. DTa yCIyra mo3BOJISIET MOAKIIOYUTH B «JIMUHOM KaOWHETE» BTOPOU
HOMED TOJIBKO Ha IpueM 3BOHKOB 1 CMC. 3BOHUTB C HETO HE MOJyUYHUTCS.

Hcnonb3yilTe TOJBKO CII0KHBIE MAPOJIH, PA3HbIE JIJIS1 PA3HBIX YYETHBIX 3alIUCed U
cepBucoB. [losmb30Barenu, KOTOpbIE MCHOJIB3YIOT OJIMH WU TOT K€ MapoJib ISl BCEX
CEPBUCOB, MMPU KOMIPOMETALUU XOTsI ObI OJTHOTO M3 CEPBHCOB MOTYT MOTEPATH JAOCTYM
KO BCEM CBOMM Yy4Ye€THbIM 3anucsM. IloBTopHOe wucCHosib30BaHUE NapoJei
KaTeropH4YeCKH 3aIpeleHo.

PerynsapHo MeHSNTE Mapoy, )KEJIAaTeIbHO HE PEXe pa3a B MECHILL.

[Io BO3MOXHOCTM HCHOJB3YHTE ABYX(AKTOPHYIO aBTOPU3ALMIO — 3TO METOA
UACHTU(UKALMK TI0JIb30BaTENsl B KaKOM-TMOO cepBuce (Kak IpaBuio, B MHTepHeTe)
Opy TOMOIIM 3ampoca ayTeHTHU(PUKAIUOHHBIX JaHHBIX JBYX PpAa3HBIX THIIOB, YTO
o0OecnieunBaeT ABYXCIOMHYIO, a 3HA4YUT, Oojiee 3(PPEKTUBHYIO 3aIIUTY aKKayHTa OT
HECAaHKI[MOHUPOBAHHOTO NPOHMKHOBEHUs. Ha mpakThke 3TO OOBIYHO BBITIAIUT Tak:
NepBbI pyOek — 3TO JIOTWMH W MapOojb, BTOPOH — CHEIHAIBHBIA KO, IPUXOSAIIANA 11O
CMC unu >1eKTPOHHOM MTOYTE.

3aBenute cebe aBa agpeca BJICKTPOHHOM MOYTHI — YACTHBIM, IS MEPEHNUCKU
(mpuBaTHBIA ¥  MaJOM3BECTHBIM, KOTOPBI BBl HHUKOrAAa He MyOJUKyeTe B
OOLIEOCTYIHBIX HCTOYHHMKAX) M MNYOJIMYHBIA — JUISI OTKPBITOM JI€ATEIbHOCTH
(bopymOB, 4aTOB M TaK Jajee).

Yto nesiaTh, €CJIM Bbl CTAJIU )KEPTBOH HAPYIIEHHUSI B 00J1ACTH NEPCOHAIBHBIX
AAHHBIX?

B nepByto oyepenb BaM HEOOXOJUMO OOpaTUTHCA B YIOJIHOMOYEHHBIM OpraH B
chepe mepcoHaNbHBIX AaHHBIX — POCKOMHaA30p, a TOYHEE, €ro TePPUTOPHAIBLHOE
YnpasneHue.

B nensix oOBEKTHBHOTO M TMOJHOTO PACCMOTPEHHS BaM HEOOXOJUMO yKas3aTb
CJIeYIONTY10 WH(OPMAITHIO:

1) mepedeHb NEpPCOHANBHBIX J@HHBIX, HENPAaBOMEPHO 0OpabaThIBa€MbIX Ha
cairax B cetu MHTepHeT;

2) cBelieHUs1 O JAOKYMEHTE, YJIOCTOBEPSIOIIEM Ballly JIMYHOCTh (KOMUU CTpPaHUIL
nacnopra), JUisi TOATBEPXKACHUS  MPUHAIJICKHOCTH  MEPCOHANBHBIX  JIAHHBIX,
HEMPaBOMEPHO pa3MENICHHBIX Ha caiiTax B ceTu WHTepHET, K BaM Kak K CyOBEKTy
NEPCOHANIbHBIX JAHHBIX;

3) TOYHbIE U JOCTYIIHBIE a/ipeca CTpaHUl] CalTOB (yKa3zaTeau CTPaHHI] CAalTOB B
cetu MutepHer — URL), coxepxkaimue He3akOHHO 0OpabarbiBaeMble (pa3MEIIEHHBIC)



NEPCOHANIbHBIE JIAaHHBIE, IO3BOJISIOIINE OCYIIECTBUTh MPOCMOTP JIAaHHBIX CTPaHUIY
VYnpaBiieHueM, a TakKe CHUMKU SKpaHa C JJAHHBIMHU CTPAaHMUIIAMU, COJIepKallue B cede
nosHbId  aapec crpaHuiel caita (URL) m matel myOnmukamuu mocTOB/COOOIIEHUH,
coJiepKalIuX He3aKOHHO oOpabaTbiBacMble (pa3MelEHHbIC) TEPCOHANBHBIC JaHHBIE HA
TEKYIINI MOMEHT BPEMEHHM (J1aTa) U JPyrue CBEICHUS, MOITBEPKIAIOIINE HAPYILICHUS
TpeOOBaHMI 3aKOHOJATENHCTBA B OOJACTH TEPCOHAIBHBIX JAaHHBIX (BUICO3AIUCH
dKpaHa ¢ ACUCTBUSMU, TTO3BOJISIONUMU 3aUKCUPOBATH HAPYIICHUS U T.11.);

4) cBeneHuUs, YNOJHOMOYMBAIOUIME BAaC MPEJCTABIATH MHTEPECHl (HU3UUECKUX
U1 (KO JIOBEPEHHOCTEH ), MepCOHANIbHBIE TaHHbIE KOTOPBIX Pa3MEIleHbl Ha calTax
(B cityyae HapylIeHHs UX MPaB KaK CyObEKTOB MEPCOHAIBHBIX JIAHHBIX ).

JIONOJITHUTEJIbHO CJieyeT NMPeACTABUTD (IIPH HAJIUYUM):

- CBEJICHMUSI, MMOATBEPKIat0IIMe (PaKT HAIIPABJICHUS BaMU B aJIpec aJIMUHUCTPAIIUU
calita (manee — orepaTop) TpeOoBaHUS 00 YHHUUYTOKEHHM BalllUX IEPCOHAIBHBIX
JAHHBIX C YKa3aHHEM Ha X HE3aKOHHOE IMojyudeHue (0e3 corjacusi) onepaTtopoM UiH €
yKa3aHUEM TOro, YTO OHHM HE SBJIAIOTCS HEOOXOIUMBIMU JJIA 3asBJICHHOM LU
o0paboTku  (TpelcTaBiseTcs TpPU  BO3MOXHOCTH  HANpPaBJICHUS  YKA3aHHOTO
TpeOOBaHUS );

- OTBET OllepaTopa Ha Baiie TpeOoBaHKWE 00 YHHUUTOKEHUH BalllUX MEPCOHATBHBIX
JAHHBIX (TIPU HAJTMYMH).

Oobpawiaem eHumanue Ha mo, YmMo 6ce UMeIOUUEC C8EOCHU 00JIHCHBL Oblmb
npedocmaeiensl 6 aopec Ynpagienusa eOuHogpemenno!

B ciyuae ecnu no pesyabraram npoBepku Y npasieHue PockoMHaazopa BbISIBUIIO
HapyIlIeHue, BhIAAETCS NMpenucaHue 00 ero yCTpaHeHHH.

Ecomn VYmpasnenne PockoMHan3opa HE YBHIENO HApYLUIEHWS, BBl MOXETE
00paTUTKCS B IGHTPAJIbHBIN amnmapar IaHHOTO BEIOMCTBA.

[TomuMo 3TOTO, BCE CYOBEKTHI MEPCOHATBHBIX JTAHHBIX UMEIOT MPABO Ha 3aTUTY
CBOUX IpaB U 3aKOHHBIX WHTEPECOB, B TOM YHUCJIE HAa BO3MEIICHHE YOBITKOB U (UJIN)
KOMITCHCAIIMIO MOPAJIbHOTO BpeIa B CYJCOHOM TMOPSIZIKE.

OTBETCTBEHHOCTh 3a HAPYUIEHHWE 3aKOHOAATENbCTBA O IMEPCOHAIBHBIX JTAHHBIX
npeaycMaTpuBaeTcss B cooTBeTcTBUU co cT. 13.11 Koxmekca 00 agMHUHHUCTpAaTHBHBIX
npaBoHapyueHusx PO.




Kak 1eicTByIOT MOIIIEHHUKH

MOIIIEHHHKM OY€Hb XOPOILIO 3HAIOT NCUXOJOTHIO JIOJAEH M YMEJIO HCIONb3YIOT
BCIO JOCTYIHYIO HWH(pOpMaInioo, BKIOYas Ty, KOTOPYIO JKEPTBa MOIICHHUYECTBA
HEBOJILHO BBIIAET nipu oO1eHnu. B opranuzanuu tene@oHHbIX MaXUHAIIMN YYaCTBYIOT
HECKOJIBKO MPECTYNMHUKOB. OUEHb YacTO B TAaKHE TPYNIbl BXOIAT 3JI0YMBIIUICHHUKH,
OTOBIBAIOIIKE CPOK B UCITPABUTEIBHO-TPYIOBBIX YUPEKICHUSX.

MonmeHHUKH HCIOJIB3YHOT CJeAYIOmue MOTUBLI:

. O€CITOKOMCTBO 32 OJIM3KUX U 3HAKOMBIX;

n OCCIIOKOMCTBO 3a CBOM Tene(OHHBIM HOMEp, CUET B OaHKE WM OaHKOBCKYIO
Kaprty,

. ’KeJlaHUE BBIUTPATh KPYIHBIN MPU3;

. JTFOOOIBITCTBO — XKEJIaHNE TIOMYYUTh OCTYII K Kakoi-1r00 uHpopmanmm;

= KeJTaHUe MOMOYb OOJIbHBIM JETSAM WM JIIOJISAM, MOCTPAJABIIUM OT CTUXUHWHBIX
OenCTBHIl.

ConumanbHbple CETH SBISAIOTCS KJIaie3eM HMHQPOpMalUM [ MOUIEHHUKOB.
Pa3menias nanHble 0 cebe Ha CBOMX CTPAaHMYKAaX, Mbl HE 3alyMbIBAEMCS O TOM, KTO
MOXET 3THM BOCHOJB30BaThCs. Mexay TeM HMEHHO Onarojaps HaM CcaMuM
MOIIEHHUKaM OOBIYHO HE COCTaBIIAECT TpyJa y3HaTh MHPOPMALUIO O POACTBEHHHUKAX,
KOHTAKTaxX, YBJICYEHUAX CBOEH IMOTECHUHAIBHOW >KEPTBBI W IPU BHIMAHWBAHUU JICHET
BHYILIUTH JIOBEPUE 3HAHUEM €€ JINYHOU KU3HHU.

3.2. Buabl uHTepHeT-MOmeHHN4YecTBa. Kak 3amuTuts ceds?

Haunbonee pacnpocTpaHeHHBIMM BHAAMU MOIICHHUYECTBA HAa JAHHBIA MOMEHT
SIBJISTFOTCSI:
TenedpoHHoE MOILIEHHUYECTBO

Cy1ecTByroT HauOoJee pacrpocTpaHEHHBIE CXEMBI TeneOHHOTO
MOIIICHHUYECTBA. BapuaHTOB TOT0, KaK MPEJCTaBAT BaM MX MOIIEHHUKH, OY€Hb MHOTO,
HO CYTh HE MCHSETCS.

O0man mno Ttenedgony. C Bac MoryT moTpeOOBaTh BBIKYIl WJIM B3STKY 3a
OCBOOOXJICHHE SAKOOBI W3 oOTAeneHus mnoymmuu wim ¢ wmecrta JTII Bamero
poacTBeHHMKA. YUTO nenarte: B 3TOM Ciydae IJIaBHOE HE ITAHUKOBAThb, MO3BOHUTH
CaMOMYy POJICTBEHHHUKY, €CJIM HE OTBEYAET, TO MONBITATHCS HAUTU €ro 4yepe3 Apy3eu U
3HAKOMBIX.

CMC-npocbb6a o momomu. TpeboBaHue MepeBEeCTH OMPENEIEHHYI0 CyMMY Ha
YKa3aHHBI HOMEp C WCIIOJIb30BAaHUEM OOpaIEHUS «MaMay, «IPYTr», «ChIHOK» U T.II.
Uro nmenath: HE CIEUIUTE MEPEBOJIUTH JIEHBIH, YOSAUTECh, YTO B HHUX JICUCTBUTEIILHO
HYXJA€TCs Balll POJICTBEHHUK WJIM 3HAKOMBIU.

Tenedonubiii HOMep-rpaduTesb. [1naTHEIT HOMED, 32 3BOHOK Ha KOTOPBIM CO
Cu€ra CIUCHIBACTCA ACHEKHAs cymMa. YUTo J1ey1aTh: HE NEPE3BAHUBANTE HA HE3HAKOMbBIE
uiu npemaioxeHabie B CMC-coo0iieHusx Homepa TeinedoHOB.

Buiurpeiin B JioTepee, KOTOPYH SIKOObI NPOBOJAUT PAAUOCTAHUMUS WIH
oneparop cBsi3u. Bac MOTyT MONpOCHUThH OIJIATUTH MOILUIMHY, HAJIOT U T.II., IEPEBECTU
CyMMY Ha OTpeIeNEHHBIA CY€T, COOOMUTh mpuIIeanui Ha Tenedon koa. UTto genars:
HE CICIIUTE TEePEeBOJIUTH JEHBIM WA COOOIIATh KaKue-IuOO MaHHbBIE MO TenedoHy.
[To3Bonute mo odummanibHEIM HOMepaMm (yKa3aHHBIM B CIPABOYHUKAX, HA caiTax)



KOMIIAaHUU — OpraHu3aTopa JIOTepEer WM KOHKypca, yOenuTecb B TOM, YTO Bac HeE
0OMaHBIBAIOT.

IITpagHble CAHKIMM M YyIPo3a OTKJIIYEHHS HOMepa sKOObI 32 HapyllIEeHHE
JIOTOBOpa C OIEpaTopoM Balleil MOOWUJILHOW CBsI3U. UTO [efaTh: MO3BOHUTE CaMHU
CBOEMY OIlepaTopy Mo opuIuaIbHOMy HOMEPY, YTOUHUTE HH(POPMALIHIO.

OmubounbIii mepeBoa cpeacTB. Bac mompocsaT nepeBectu sIKOObl OIIMOOYHO
IIEpEBENEHHBIE CPEICTBA, a 3aTeM JOINOJHUTEIBHO CHUMYT JAE€HbIM. UTO nenars:
UTHOpUpPYHTE TOAOOHBIE CcOOOImIeHHsT Wik (eclid 3TO Tele(OHHBINM pa3roBop)
MIOCOBETYMTE JIJIsl BO3BpaTa OMMOOYHO MEePEeBEIEHHON CYMMBI 0OpaTUTHCS K ONEpaTopy
CBSI3U.

MomeHHn4ecTBO ¢ 0aHKOBCKMMH KapTaMH

HauboJsiee mnomyJsipHbie Cnoco0bl MOIIEHHHMYECTBA ¢ OAaHKOBCKMMH
KapTaMu:

CMC-coobmienre 0 OJIOKHMPOBKE OAHKOBCKOM KapThl, 0 HECAHKIIMOHUPOBAHHOM
JIBYKEHUM JEHEKHBIX cpencTB, cMeHe [IMH-kona, okoHuanum cpoka JeiCTBUS KapThl U
T.J. C TpeOOBaHUEM MEPEUTHU IO CCHUIKE WJTU NIEPE3BOHUTH MO0 YKAa3aHHOMY TeJeOHY.

TenedoHHBIE 3BOHOK «pabOTHHKA OaHKa», MOTCHIIMAIBLHOIO «IOKyMHaTeIs» ¢
IpEAIOKEHUEM TPOUTH K OimkaiieMy OaHKOMATy M COBEPIIMTh MAaHHUITYJISAIUU C
0aHKOBCKOM KapTOM BO M30eKaHNE KaKUX-THOO MOCIIECTBUI, BHECCHHS aBaHCa | T.II.

Il COXpaAaHHOCTHM BAIIUX CPEACTB COO0JII0aliTeé OCHOBHbIE IPaBUJIA
0e30acCHOCTH:

Huxomy He coobmaiite cBoit [IMH-koa, naxke paborHukam Oanka. He BBomute
[IMH-kon mnpu padbore B cern HWHTEpHET, OH MOXKET NOTPEOOBATHCS TOJIBKO
MOIIICHHUKAM.

CMC-coobmiennsi O TMPOBOJMMBIM OMEpanusiM M0 OaHKOBCKMM KapTaM
pacchUIaloTCs ¢ OMpeaeIEHHBIX KOpoTkuX HomepoB (Coepbank — 900). Jlnsa cBsizu ¢
0aHKOM HEOO0XOJUMO HCIOJIb30BaTh OQUIMaIbHbie HOMepa KOHTaKTHOrO IIEHTpa,
yKkazaHHble Ha OaHkoBckoi kapte. Ecim B CMC-cooOmieHnn 0 OJOKHUPOBKE KapThl,
JIBIDKEHUW JIEHEXKHBIX CPEACTB yKa3aH APYyrod HOMEpP, MO KOTOPOMY IMpeaJiaraeTcs
MO3BOHUTH, TO TO MOIIIEHHUKH.

B ciyuae BO3HUKHOBEHHSI MpoOiieM y OaHKoOMara, HE MPUHUMAKWTE MOMOIIb
MMOCTOPOHHUX, MO3BOHUTE B KOHTakTHBIN 1EeHTp OaHKa 1Mo TenedoHy, YKa3aHHOMY Ha
OaHKOMaTe.

Ecau x Bam oOpatunuck no tenedoHy, B MIHTepHeTe, yepe3 coluaibHbIe CeTH
WM IPYTHUMH CTIOCOOaMU U IO Pa3IMYHBIMU MPEIJIOTaMH TIBITAIOTCS y3HATH JTAHHBIC O
Balel OaHKOBCKOW KapTe (HOMEp KapThl, TPEX3HAUYHBIA KOJ HAa OOOPOTHOM CTOPOHE
KapThl), KOJ, TPHUIIEAIINN Ha Ball MOOWIBHBIN TenedOH, Mapoiau WU JPYTYyIO
MePCOHANIbHYI0 HH(POpMaIHI0, OyIbT€ OCTOPOKHBI, ITO MOIIICHHUKH.

[Ipu TenedonHOM O0OIIEHNM HE COBEpIIANTE HUKAKUX JIEUCTBUM y OaHKOMAaTa 1o
WHCTPYKITUU «paOOTHUKOB 0aHKay, €CIIA TOJIBKO JAaHHBIN 3BOHOK HE OBLT MHUIIUUPOBAH
JUYHO BaMH.

He nepexoaute no cceiiikam B CMC-co00ITIeHUSX.

[Tpu nonyuennn CMC-coOoOIIEHUH O CHATHM [IE€HEXKHBIX CPEACTB C Ballei
0aHKOBCKOW KapThl HEMEMJIEHHO o0Opallaitech B 0aHK, OJJOKUPYWUTE KapTy.



MoneHHHY€eCTBO B COUAJIBLHBIX CEeTAX

MOIIEHHUKN aKTUBHO TMOJB3YIOTCA COLMAIBHBIMU CETAMM M Pa3IMYHbIMU
cepBUcCaMu OOLLEHUs, HAIPUMED, CalTaMH 3HAKOMCTB.

[MonyasipHbie cIOCOObI MOLIEHHNYECTBA:

PacnpocTpaHeHne CChUIOK Ha BpPeJOHOCHOE IPOrpaMMHOe oOeclievyeHue,
nopHorpauyeckue CaiiTbl, MOIIEHHHYECKHE Pecypchl W  NPHUJIOKEHUSI.
[Tonp3oBaTenM COIMUANBHBIX CETEH YacTO CTAJIKHMBAIOTCS CO CIaMOM, KOTOPBIN
OPUXOAUT K HUM B <«JIMYHBIE COOONIICHUS» OT UMEHHU «Ipy3€i» WIM HE3HaKOMBIX
M0JIb30BaTeNIe. DTO O3HAYAeT, YTO aKKayHThl 3THX JIOACH B3joMmaHbl. Kak npasuo,
CCBLIKU 8 MAKUX COOOWEHUAX CONPOBOHNCOAIOMCA 3ABIEKAIOUUM MEKCMOM, Hanpumep:
«Buodena meou ¢pomo, s maxoco He oocudana, nocmompu cam!.», «B smoii b6asze
OaHHbIX ecmb 8Cs UHopmayus Ha 10bo2o uenosekay u m.n. UYto nenarb. Hukozoa He
nepexooume N0 HNOOO3PUMENbHbIM CCbLIKAM. [l 0ocmyna 8 COYUANbHYIO Cemb
UCNONBL3YliMe YHUKANbHBIU NAPOb: OH 00%CeH Oblmb OUHHBIM, COCMOAMb U3 Yupp u
namuncKkux o6yke. Jlyuuie ucnonvzoeamo pasnvie napoiu 0s pa3HbIX COYUATbHBIX cemeli
U Opyeux UHTEPHET-CEpBUCOB. He nooodasaiimecs Ha

NPU3bIE KO20-MO U3 «AOMUHUCIMPAYUU CAUmMay cooouwums 6aul 102Ut U napov
no0 Kakum-nub6o npeono2om. Pecynsaprno MEHSIUTE MapoJib OT COLUAIBHON CETH (XOTS OBl
pa3 B MecsIl); OCTeperaiTech MOIICHHHYECKUX CAHTOB C MOXOXKUMH IO HAIHCAHHUIO
Ha3BaHusiMu (vkontahte.ru, vkOntalkteru wm T.1.). DT «(UILIMHTOBBIE» CTpPaHUILIBI
paccuuTaHbl HA HEBHUMATEIBHOCTh U Ha TO, YTO BBl CAMH MPEAOCTABUTE MOIICHHUKAM
CBOM JIOTHH U MapOJib.

[] 3HakoMble He3HAKOMIIbI. B colMalbHBIX CETSX M Ha calTax 3HAKOMCTB
MOIIICHHUKH CO3/Ial0T CTPAHMIIBI, TJ€ YKa3bIBAIOTCS JIAaHHBIE W Pa3MEIIaoTCs
doTorpaduu BHIMBIIUICHHBIX Ji07iel. C MOMOIIBIO ITHX CTPaHUI] OHM 3HAKOMSTCS C
JIpYTUMU TOJb30BaTeasiMu caiita. Co BpeMEHEM MOIICHHHKH BXOJST B JOBEpHUE,
npejyiaratoT nepeuTu codeceHUKy Ha Oojee «OiaM3Koe» OOIEHHE U OCTaBIISIOT CBOM
HoMep TenedoHa. CaMbiM 0€300UTHBIM MOCIIEACTBUEM TaKOTO OOIIeHHs OyJeT TO, YTO
HOMEP OKKETCS IJIATHBIM M C BAIIeTO CYETA CIIUIIYTCS JCHBIH.

(] IIpocs0bl 0 (uHAHCOBOW MOMONIH, OJIATOTBOPUTEJbHBbICE AKIMH.
MONICHHNKH YacTO HWCIOJL3YIOT TaKWuEe TMOBOABI, MOITOMY, MPEKIE YeM MEPEBECTH
JEHbIY JUIsl TIOMOIIM, yOeauTech, YTO Bac He oOMaHbIBatOT. OOpaTUTEe BHUMaHUE Ha
HaJUYMEe HECKOJIbKMX KOHTAKTOB (Tele(OHBI, DSJCKTPOHHAS II0YTa, CTPAHUYKH B
COIMAJIBHBIX CETSIX ), HATMYNE TIOITBEPKAAIOITUX TOKYMEHTOB.

MoueHHN4eCcTBO HA caiiTax 0eCIUIaTHBIX 00bABJIECHU I

Pa3Mmeriasi oOBsIBICHMS, WM TIOKyIMas 4YTO-IMO0 Ha calTax OecCIIaTHBIX
oObsABIICHUN (Hampumep, «ABHUTO»), OyJbT€ BHUMATEIbHbI U OCTOPOXHBI, TaK KakK
MOIIIEHHUKU OY€Hb YaCTO UCHOJIb3YIOT UX AJjig oomaHa. [IpomaBast 4To-TO, BBI JKellaere
NOJIyYUTh NPUOBLIb, HO, CTOJKHYBIIUCH C MOLIEHHUKAMH, MOXKETE MOTEPSITH BCE CBOU
cOepekeHUsI.

Kak Bac Moryr o0OMaHyThb:

Omnara wiaum npenomiara 3a Baml ToBap. O4eHb 4YacTO 3aWHTEPECOBAHHBIE
NOKYIaTelnu MPEAJaraloT IMPOU3BECTH OIUIATy (€CluM CyMMa HE3HauyuTellbHas) WIN
IpeIoIIaTy 3a Balll TOBAp, HO CEJIaTh 3TO MOTYT 110 KAKUM-JIMOO IPUUMHAM TOJIBKO Ha



OAHKOBCKYIO KapTy (HaxoAsTcs B APYIOM TOpOJE, HET HAJUYHBIX JIEHEr, NE€HbI'M Ha
pacuy€THOM CYETy | T.II.), HO TPU 3TOM TPEOYIOT COOOIINUTH HE TOJBKO HOMEP KapThl U
®UO (Gompimie 11l IepeBOia HUYETO HE TpeOyeTcs), HO U Apyrue naHHsie. [lomHuTe,
YTO €CIIU Bac MPOCAT COOOUIUTh MPUILEANINN Ha Tene(OoH Ko, MPOUTH K OaHKOMATy H
COBEpIINTh KaKHe-TO JCUCTBUA, BCTABUB Ballly KapTy (YTOOBI, HAIIpUMeEp, MOATBEPAUTD
MPOXOXKACHHUE TIIaTeX a), COOOIIMTh CPOK JEHCTBUS KapThl M TPEX3HAUHBIM KOJ Ha
000pOTHOM CTOPOHE, TO 3TO MOIUEHHUKH. IIpekpalaiite KOHTaKTbl C TaKUMHU
«TOKyHaTeNssIMU» U, €CJIM YCHEIM COOOLIUTh KAKUE-TO JaHHbIE, HEMEJIEHHO
Os0KupyiTE OAHKOBCKYIO KapTy, TO3BOHUB 110 YKa3aHHOMY Ha HE HOMepy Tele(oHa.

IIpenomiara 3a nokynaembiii ToBap. Ilokynas 4ro-nu6o, OyapTe OCTOPOKHBI,
€CJIi Bac NPOCAT NPOU3BECTU NpeomiaTy. BronHe BO3MOXHO, YTO MONYy4HB €€,
«TIpOJIaBeL» MEPECTAHET OTBEUATh Ha BAllld 3BOHKH.

CMC-coo0menust co ccbuikoid. Ha HOMep, KOTOpbId Bbl yKazajau IpHU
myOauKanuu OOBSBICHHS O MPOJAXKE WM JKETaHUHU YTO-TM0O0 KYIMUTh, MOXKET TPUNUTH
CMC-coob1ieHue ¢ mpeasioxKeHneM ToBapa, 0OMeHa M CChUIKOM Ha 3TOT ToBap. Ecnu
BBI MEpEiI€Te MO CChUIKE, TO 3arpy3UTe Ha CBOU Tene(OoH BPEJOHOCHOE MPOTpaMMHOE
o0OecrieueHre, KOTOPOE TO3BOJIUT MOIIEHHUKAM TMOJNyYUTh JOCTYNl K BallluM
OaHKOBCKHUM KapTam.

BynbTe 0cTOpPOKHBI, €CJIM BaM MpeAJIaraior:

= Ha3BaTh HOMEpP OAHKOBCKOM KapThl, TPEX3HAYHBIM KOJ HA OOOPOTHON CTOPOHE
kaptel, [IMH-xox;

. MIPOU3BECTU MAHUITYJISIIIMKM ¢ 0AHKOBCKOM KapToi y OaHKoMarTa,

. COOOIIMTH MPULIEAIINNA HA TENEPOH KO

= MepeBeCTH CyMMy JieHer (aBaHC, 3aJior, TMOUUIMHA, HaJor, OIMKUO0YHO
nepeBeAEHHBIN TUIATEXK U T.IT);

. nepeity mo cceuike B Hutepuere, B CMC- wim MMC-cooOuienun Ha
cMaptdone;

= MO3BOHUTH 10 ykazaHHOMY B CMC-coob11ieHun HoMmepy TenedoHa;

. OTMPABUTH Balll HOMEP TenedoHa;

. ornpaBuTh CMC-coo011ieHrne Ha KOPOTKHI HOMED;

. Ha3BaThb IIAPOJIK OT BalllUX JIMYHBIX CTPAHWYCK B COLIMAJIBHBIX CCTAX.




1. CoBeTbl 110 6€30MACHOCTH padoTe B 001IeT0CTYNHBIX ceTax Wi-fi:

- He nepenaaiite cBorO TUUHYI0 HHPOPMAIUIO Yepe3 oOmeaocTynabie Wi-
Fi cern. PaGoTas B HUX, JKeJNaTebHO HE BBOJIUTH MAPOJIU JOCTYIIA, JIOTUHBI H KAaKUE-TO
HOMeEpa;

. Hcnone3yiiTe U OOHOBISITE aHTUBHPYCHBIE MPOTPaMMbI U OpaHamayep.
Tem cambim Bri o6e3omacute cedst OT 3aKaukil BUpyca Ha yCTPOMCTBO;

. [Mpu ucnonp3oBanuu Wi-Fi otkirounte dynkmuio «OO0muit moctym K

daiinam u puHTepam». JlaHHas QyHKIMS 3aKphITa MO0 YMOJYAHUIO, OJTHAKO HEKOTOPHIS
MI0JIb30BATENIM aKTUBUPYIOT €€ I yJ100CTBA UCIIOIB30BaHuUs B paboTe Ui yueoe;

= He wucnonwsyiite nyomuunbii WI-FI st mepenmaun JIMUHBIX JTaHHBIX,
Hanpumep ISl BbIXOJA B COLIMATIbHBIE CETH WJIM B DJICKTPOHHYIO MTOYTY;

= Hcnonw3yiiTe TOJNBKO 3amuiieHHoe coeauHenue dvepe3 HTTPS, a ne
HTTP, T.e. npu Habope BeO-aapeca BBOM UMEHHO «https://»;

. B moOunbeHOM Tenedone otkimrounte (ynkiuio «[lonkmoyenne k' Wi-Fi
aBTomMatudeckn». He qomyckaiTte aBTOMAaTUHYECKOTO MOJIKIIOUYEHUS YCTPOUCTBA K CETIM
Wi-Fi 6e3 Bamero cornacusi.

2. OcHnogHble cogembl NO 0E30NACHOCMU 8 COUUAIbHBIX CEMAX:

. OrpanuubTe cnucok npyszel. Y Bac B Jpy3bsiXx HE JODKHO OBITh
CIIy4alHbIX U HE3HAKOMBIX JIIOJICH;
. 3amuianTe CBOK YacTHYIO XKW3Hb. He ykaspiBaiiTe mapoiu, TesnedoHsl,

ajzpeca, 1aTy TBOETO POXKJACHUS U JIPYTYIO JIMYHYIO0 MH(GOPMaLUIO. 310yMbIIUIEHHUKN
MOTYT HCHOJb30BaTh Jaxe HHPoOpManmuioo O ToM, Kak Bwl u Bamm ponurtenu
IUTAHUPYETE MPOBECTU JOCYT;

o Ecin Bbl roBopuTe € JIFOABMH, KOTOPBIX HE 3HAETE, HE MCHOJIb3YHUTE CBOE
peasibHOE UMS U APYTYIO JUUHYIO HH(OPMALUU: UMS, MECTO JKUTEIbCTBA, MECTO YUEObI
U TIpOYee;

. N36eraiite pasmenienus ¢gotorpaduit B MutepHere, rae Bl nzo0pakeHs
Ha MECTHOCTH, IO KOTOPON MO>KHO OINpEIeIuTh Bamie mecTononoxenue;

. [Ipu peructpauuu B COUMAIBHOM CE€TH HEOOXOJMMO HCIOJIb30BATh
CJIOKHBIE MMAPOJIH, COCTOSIINE U3 OYKB U LU(P U C KOIUYECTBOM 3HAKOB HE MEHee §;

. JUiss  couManbHOM CEeTH, TOYThl W JAPYIMX CalTOB HEOOXOIUMO
WCMOJI30BaTh pasHblie maponu. Torma ecnu Bac B3noMaroT, TO 370yMBIIUICHHUKA
IOJIy4aT JOCTYH TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

3. OcHnosnble cosemul no 6e30nacHoil padome ¢ INEKMPOHHBIMU OCHb2AMU:

. [IpuBskuTe K CcUYeTy MOOWIBHBIM TeiaepoH. DTO camblili yHOOHBIH U
OBICTPBII cOCOO BOCCTAHOBUTH AOCTYN K cyeTy. [IpuBsizaHHbIN TenedoH MOMOXKET,
ecnu 3a0yzeTe CBOW IUIATEXKHBIM Taposib WU 3alieTeé Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;

= Ucnonw3yii opHopa3oBeie maponu. llocne mnepexoma Ha yCHUIIEHHYHO
apropuzanuio Bam yxe He OylIer yrpokarb OINACHOCTh KpaKW WJIM TepexBara
IJIATEAKHOTO MapOIs;

= BoiGepute cioxublii maposb. IIpectynHukam OyaeT HE MPOCTO yrajaaTh
CJIOKHBIN Mapoib. HagexHpie mapoim — 3TO mapojiv, KOTOPbIE COJAEpkKAT HE MEHee §
3HAKOB M BKJIIOYAIOT B CE€Osl CTPOYHBIE M MPOMHUCHBbIE OYKBbI, HU(PBI U HECKOIBKO



CHUMBOJIOB, TAKME€ KaK 3HAK J0Ji1apa, (1)yHTa, BOCKJ’II/IHaTeHLHHﬁ 3HAK U T.II. HaanMep,
StRONg!;;

. He BBOAMTE CBOM NTMYHBIE TaHHBIE HA CAaUTaxX, KOTOPBIM HE TOBEPSIETE.
4. Ocnoenbvie cosempl no 0€30nNACHOI padome ¢ I1eKMPOHHOU NOUMOUL:
. Hano BbIOpaTh NpaBWIIbHBIA IOYTOBBIA CepBUC. B HHTEpHETE €cTh

OTPOMHBIM BBIOOP OECIUIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JYYIE€ IOBEPSATH TEM,
KOT'0 3HAETE U KTO NIEPBBIM B PEUTUHIE;

= He yxkaspiBaiiTe B Jau4HOM MouTe JUYHyrO uHpopmaiuoo. Hampumep,
Jydle BbIOpaTh «My3bIKanbHbIA _(hanat@» umu «pok2013» BmecTo «temal3y;

. Hcnonp3yiiTe ABYX3TaHYI0 aBTOPU3ALMIO. JTO KOTJa MOMHUMO MapoJisi
HY>KHO BBOAUTH KOJI, TPUChUIAEMBIN 10 SMS;

. BoiGepute crnoxHbld mapoiib. sl KaX7aoro MOYTOBOTO SIIIMKA JOJIKEH
OBITb CBOM HAJC)KHBIN, YCTOWYUBBIN K B3JIOMY MapOJib;

. Ecnu ectb BO3MOXKHOCTH HAamMCaTh CamMOMYy CBOM JIMYHBIM BOIIPOC,
HCIIOJIb3YWUTE 3TY BO3MOKHOCTB;

. Hcnonp3ylTe HECKOJIBKO IOYTOBBIX AMMKOB. [lepBblii 11d 4YacTHOM

MEPENUCKU C agpecaramMu, KOTOPbIM Bbl oBepsieTe. DTO 3JIEKTPOHHBIN aipec HE Hal0
MCIIOJIb30BaTh MIPHU PETUCTPALIMK HA (pOpyMax U calTax;

. He oTkpeiBaiiTe Qaiinbl U Apyrue BIOKEHHS B MHCbMaxX JAXe €CIH OHU
npuuuM oT Bammx apysei. Jlydine yToyHuUTE y HHX, OTHPaBISIM JU OHUM Bam atn
(aibr;

. [locne oxoHuyaHWsi pabOTBl Ha IOYTOBOM CEpPBHUCE IMEPE]l 3aKPhITHEM

BKJIAJIKM C CATOM He 3a0y/1bTe HaXKaTh Ha « BeIATI».
5. Ocnognule cosemot no 60pvoe ¢ puuiunzom (WUHMEPHEM-MOULIEHHUYECIEA):
- Crnenute 3a cBouM akkayHToM. Eciu Thl mogo3peBaeiiib, uto Bara ankera
Obla B3JI0MaHa, TO HEOOXOAUMO 3a0JIOKUPOBATH €€ U COOOIIUTHh AJMUHUCTPATOpam
pecypca 06 3TOM KaK MOYKHO CKOpee;

" Ucnonb3yiiTe 6e30macHbie BeO-CallThl, B TOM YUCJI€, HHTEPHET-Mara3uHoB
1 TIOMCKOBBIX CHCTEM;
. Hcnonb3yiiTe cloXHble W pa3Hble napoiu. Takum oOpaszoMm, eciau Bac

B3JIOMAIOT, TO 3JI0YMBINIICHHUKH TIOJydYaT JOCTYI TOJBKO K oHOMY Bammemy npoduiro
B CETH, a HE KO BCEM;

. Ecaim Bac B3nomanu, TO HEOOXOOUMO MPEIyNpeluTh BCEX CBOUX
3HAKOMBIX, KOTOpbIe NM00aBieHsl y Bac B Apy3psix, o ToM, uto Bac B3nmomanu wu,
BO3MOXHO, OT Barmero mMeHu OyneT pacchliaThCs ClaM M CCHUIKM Ha (PUIITMHTOBBIC
CalThI;

. YcranoBute HaaexkHbIl apois (PIN) Ha MoOWIBHBIN TenedoH;

. OTkirounTe COXpaHeHue mapoJs B Opaysepe;

6. Ocnoguvie cosemul no 3auume yupposon penymayuu (HecamueHas uUlu
nozumuenasn ungpopmayus ¢ cemu o Bac):

= [Toxgymaiite, mpexJie 4emM 4To-To MyOJIMKOBATh U nepeaaBarh y Bac B Giore
WJIM B COLIMAJILHOM CETH,
= B Hactpoiikax mpoduiisi yCTaHOBUTE OTpaHMYEHUs] Ha mpocMoTp Bamiero

pouIs U €ro COAEPKUMOTO0, CIETalTe ero TOIBKO «IJIS APY3eily;



- He pa3memiaiite 1 He yka3piBaliTe MH(OPMAINIO, KOTOpas MOXKET KOTO-
100 OCKOPOJISATh WK OOUKATh.

Co0irogaiiTe npaBuJia:

. HOMHI/ITC, YTO B BUPTYAJIBbHOM IMPOCTPAHCTBC OTBCTCTBCHHOCTDb HACTYIIACT
I10 p€aJIbHBIM 3dKOHAM;
. YBaXUTEIbHO U I[O6POCOBGCTHO OTHOCUTCCH K APYI'UM II0JIb30BATCIIAIM

cetu IHTEpHET.

DenepasabHas ¢JIy:k0a M0 HAA30PY B cepe CBA3U, MHPOPMANMOHHBIX TEXHOJIOTHH
U MaccoBbIX KOMMYHUKauui (Pockomuansop):

Yunpasaenune Pockomuanzopa no Boarorpaackoii o6s1actu u Pecnnydsiuke
Kanmbikus

[To oOpatieHHsIM, OTHOCUTENIBHO ACSITENbHOCTH MOIIEHHHYECKX IHTepHEeT-pecypcoB,
CO3/JIaHUs UCIIOJIB30BAaHMS U PACIIPOCTPAHEHUS BPEJOHOCHOI'O IIPOrPAMMHOI0
o0ecrnie4yeHus, HEPaBOMEPHOI'O JOCTYIA K KOMIIbIOTEPHOU MH(OPMALIUU, XULICHUSIM,
COBEPIIEHHBIM C UCIIOJIb30BAHUEM MOJIEIbHBIX OaHKOBCKUX KapT, 3JIEKTPOHHBIX
IJIATEXKHBIX CUCTEM U CUCTEM JUCTAHIIMOHHOTO OAHKOBCKOTO 00CTYKUBaHUS



